
Information Security - Email Protection Guide- Page 1

Information Security: Email Protection Guide
“It’s your responsibility to protect your dealership’s information. 

Help protect it by avoiding email phishing.”
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Scammers are working around the clock to discover 
new ways to access confidential information. What 
types of email protection plan does your dealership 
have to protect its confidential information?

Throughout the Information Security - Email Protection Guide 
you will find security tips to help protect your dealership’s 
information. This guide will provide a better understanding 
of what email phishing is, how to avoid it, and the important 
indicators to look for before it happens. 

What is Email Phishing?
Email phishing attacks start with an email that appears to be from 
someone you know and trust, or from some authority. However,  
things may not be as they appear. The email may really be from 
a scammer. Attachments to the email may contain malware that 
could infect your computer. URL links in the email could lead to 
bogus websites.

For example, an email appears to come from a coworker at your 
dealership. The email may have an attachment for you to click on. 
The text will say something like, “Check this out!” When you click 
on the attachment, you may be installing a key stroke logger, or 
other spyware, on your computer.

Or the email appears to come from a finance source, telling you 
that a number of pending loans need additional information 
immediately, or the deals will be cancelled. You need to go to 
(what appears to be) the finance sources’ web site and provide 
information. When you click on the URL, the website you see 
looks legitimate. But the dealership information and personal 
information you supply is being harvested by the scammer.

In either case, the scammer will attempt to use the harvested 
information to break into your dealership network, or accounts 
on the network. If the scammer succeeds, you could have a big 
problem.
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How to Avoid Email Phishing
Never depend on information supplied in unsolicited email. 
Before you click on any attachment, independently confirm the 
identity of the sender. Don’t use a phone number or email link 
supplied by the sender. Before sharing any dealership or other 
confidential information, do your research. Be very suspicious 
before sharing any dealership confidential information, 
especially log on credentials. 

When visiting any website, type the URL into your browser. Never 
use the link supplied by the sender.

To help reduce the risk of phishing email getting into your 
network, implement any anti-phishing features provided by your 
firewall, email software, or other software. To help protect against 
malware and phishing while browsing the Internet, implement 
any malware and phishing protection features in your browser.

How to Detect Phishing - What to Look For
Get into the habit of looking carefully at your email.

• Don’t assume that the email is legitimate, just because the logo 
looks legitimate. Accurately copying logos and formatting is 
easy.

• Be suspicious of unsolicited emails asking you to “verify your 
account,” “confirm your password,” or otherwise share non-public 
or personal information.

• Beware of unfamiliar “from” email addresses containing threats 
about your account status, or requests from a foreign country 
for financial assistance.

Don’t trust URL links in email.

• Scammers can make the link you see in an email appear different 
from the actual URL. If you hover your mouse over a link, the link’s 
actual URL will be displayed in a popup window at the bottom 
of your browser window.

Pay attention to the URL of a website.

• Malicious websites may look almost exactly like their legitimate 
counterpart. The URL may be similar, with slight variations in 
spelling (like “1” for “I”), or a different domain (like “.net” instead 
of “.com”).

• Pay attention to the entire URL. 

https://www.RouteOne.net/Web/BIServlet?captiveled=ROUTEONE 
https://www.RouteOne.net.web.biservlet.captiveled.routeone.scammers.ru/malware.php
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• You may not have recognized that the second URL is NOT for the 
“RouteOne.net” domain. The last “/” in the full URL determines the 
domain.

Pay attention to grammar, spelling, and correct word usage.

• For whatever reason, many scammers do not have a grasp of 
English grammar, spelling, and word usage. Be suspicious of 
emails that contains grammar errors, misspelling, or incorrect 
word usage. These errors should raise a red flag. Don’t share 
non-public, personal, or confidential information until you have 
independently confirmed the identity of the email senders.

Conclusion
Always be cautious about sharing non-public, personal or confidential 
information. Independently verify the identity of people or 
organizations before you share non-public, personal or confidential 
information. You and your dealership will be glad you did.

Looking to get a better grasp on your compliance 
responsibilities? 
RouteOne is committed to helping you secure your valuable 
information and keeping your dealership from harm. IDOne 
is RouteOne’s full service identity verification tool that helps 
manage compliance tasks within your dealership.

For information about the RouteOne Compliance tools, please 
call 866.768.8301. Our team will be glad to help you with any 
questions you may have.


